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Abstract

In this paper, we propose a novel hybrid encryption algorithm that en-
hances security by integrating DNA encoding, the Rabin algorithm, a one-
time pad (OTP), and a Feistel-inspired structure. The algorithm begins with
the application of a DNA-based OTP key, used exclusively for a single secure
communication session. In the second step, it combines public and private
keys to generate a Rabin key. By incorporating a Feistel-inspired scheme and
leveraging the inherent randomness of DNA sequences, the resulting cipher-
text achieves a high level of security, making it significantly more challenging
to decrypt without the private key.
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1 Introduction

In modern life, individuals, organisms, institutions and also machines exchange
information on a daily basis. The major problem in such exchanges is the safety
and security of the information. In many situations, it is crucial that the infor-
mation exchanged cannot be accessed by external users other than the sender
and the receiver. Cryptography is a well-established discipline concerned with
the security of data and information. Many mathematical tools are employed in
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cryptography to achieve this goal, including wavelets, fractals, number theory,
finite fields, algebraic geometry, Clifford algebra, and max-plus algebra to name
a few. For example, in [14] the author developed a Clifford wavelet-based algo-
rithm to embed copyright data within a multiresolution domain. The technique
achieved a high resistance to common attacks. In the same direction, the dis-
crete wavelet transform was applied in [18] to develop an efficient algorithm for
encrypting and decrypting messages by representing the ciphertext through the
wavelet decomposition vector. The authors in [27] developed an algorithm that
embeds text information into images for secure transmission. The embedded text
is encrypted using the Advanced Encryption Standard algorithm, and inserted
in some sub-band wavelet decomposed image. The authors in [28] proposed a
three-phase encryption process starting by encoding a plaintext via ASCII char-
acters and added diffusion, followed by a computation of some points relative
to an elliptic curve to introduce randomness. Finally, the output is decomposed
using a max-plus algebra-based wavelet transform to generate the ciphertext. A
comprehensive security analysis, including entropy, correlation, key space, key
sensitivity, plaintext sensitivity, encryption quality, and resistance to various at-
tacks (ciphertext-only, known-plaintext, chosen-plaintext, and chosen-ciphertext),
demonstrates the robustness of the scheme. The paper [8] introduced a crypto-
graphic algorithm using type IVa max-plus wavelet transforms (MP-Wavelets).
The encryption and decryption processes are based on the analysis and synthesis
of these wavelets. The encryption key is determined by the number of channels,
ensuring its product relative to the plaintext length. The decryption key includes
the encryption key and a binary-encoded sequence of detail components, making
brute-force attacks difficult. The algorithm primarily uses maximization and addi-
tion operations, ensuring efficiency with linear complexity relative to the plaintext
size. Experiments demonstrate strong encryption quality, significant key space,
and robustness against cryptanalysis and security threats.

Secret key (also known as symmetric key) cryptography uses a single key to
both encrypt and decrypt the plaintext. One-time Pad, DES, and AES are a few
well-known examples of secret key encryption schemes. Historically, all cryptosys-
tems were symmetric key. Public key cryptography (PKC) was a revolutionary
idea that was introduced in 1976 by Diffie and Helman [13]. It refers to cryp-
tographic techniques that use a public key for encryption and a private key for
decryption. The idea of PKC is based on the notion of a one-way function. Ex-
amples of PK cryptosystmes include RSA and elliptic curve cryptography (ECC)
[1, 22]. The security of many modern public key cryptosystems depends on the
computational complexity of certain number theoretical problems such as factor-
ization of large integers and the discrete logarithm problem.

The One-time Pad (OTP) is an encryption technique invented by Gilbert
Vernam in 1917. It is based on an older encryption method called the Vigenère
Cipher [6]. The OTP was improved by J. Mauborgne, who used random characters
for the encryption key. In OTP, a message is encrypted by adding the secret key
to the plaintext message. The key can only be used once.

Invented in 1979 by Michael Rabin [12, 26], the Rabin cryptosystem is a public
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key algorithm similar to the RSA. It is a variation of RSA with the fixed public
encryption key e = 2 [15, 26]. The security of both cryptosystems is related to
the integer factorization problem with the stronger connection in the case of the
Rabin system. The Rabin cryptosystem requires simpler computations during
the encryption phase, while the decryption step can use the Chinese Remainder
Theorem to obtain the correct plaintext. The security of the Rabin cryptosystem
is more closely tied to factoring than RSA. However, it has a disadvantage in
decryption: for N = pq, the product of two prime numbers, squaring mod N is
a four-to-one map, necessitating a rule to select the proper decryption result [7].
There are ways to choose the correct plaintext in the Rabin system, we provide
an example in our proposed algorithm for determining the correct plaintext from
the four possible results.

One of the recent methods in cryptography that can potentially increase infor-
mation security is DNA cryptography. In relation to our work, DNA cryptogra-
phy uses DNA sequences to hide data via various DNA technologies and biological
techniques. Data hiding techniques have grown in popularity as a means of send-
ing covert information in recent years. To prevent malicious intrusion and ensure
a secure transmission, methods for data hiding based on DNA sequences have
received a lot of attention. To address the issue of data hiding, numerous crypto-
graphic techniques based on DNA have been presented. For example, the method
suggested in [23] combines genetic engineering with cryptology technology to cre-
ate an asymmetric encryption and signature cryptosystem. This approach is an
investigation into biological cryptology.

The technique suggested in [10] presents a strategy based on DNA and the RSA
cryptosystem, capable of providing an architectural foundation for the encryption
and generation of digital signatures for all characters, simple text data, and text
files. The process is broken down into four steps: key generation, data pre/post-
processing, DNA encoding, and signature generation.

The technique suggested in [3] proposes a new cryptography method using
symmetric key exchange, OTP, and DNA hybridization operations. The XOR
operation with the OTP DNA sequence is used as an encryption technique. The
proposed method used the matrix of the message and OTP DNA sequence to min-
imize the time complexity of encryption and decryption. The conclusion is that
DNA cryptography could be combined with traditional cryptography to create a
hybrid system with a higher level of security.

The technique given in [21] provides an enhanced cryptographic strategy based
on DNA cryptography employing a Feistel-inspired structure that is based on
symmetric key cryptography.

The method presented in [16] creates an improved cryptographic algorithm by
combining current symmetric and asymmetric encryption. The proposed method-
ology leverages the strengths of various popular encryption schemes: AES’s S-Box
mapping, which makes the encryption difficult to predict, ElGamal encryption
scheme, based on the difficulty of solving discrete logarithms, chaos-based secu-
rity, which provides an avalanche effect through the use of multiple keys and RSA
security, based on the difficulty of factorizing large integers.
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The method outlined in [1] is a new secure way of concealing data based
on DNA sequences. It has two rounds of encryption, similar to the established
DES algorithm. The message is encrypted using two secret keys. The first key is
created using elliptic curve cryptography (ECC) and the Gaussian kernel function
(GKF), while the second key is generated using an arbitrary injective mapping
on the second characters repeated in the first key.

Concealing information in the DNA sequence has drawn a lot of interest, and
much research has been done to develop various innovative techniques. The goals
of the new DNA cryptography algorithms that have been presented are to achieve
the highest level of security during data transfer and to reduce the computational
time of encryption and decryption. The primary goal of this paper is to create a
novel hybrid cryptosystem that combines the strengths of each cipher to ensure
stronger security. It does this by combining DNA, the Rabin algorithm, OTP, and
a Feistel-inspired structure. The proposed system is a significant improvement
over [4] in the following ways: we employ the Rabin cryptosystem instead of RSA
because Rabin is potentially more secure than RSA [15, 17], and we add the
Fiestel-inspired structure to our algorithm, which further enhances its security.
The authors in [4] do not discuss the details of random key generation (generating
truly random numbers/sequences is a major problem in cryptography) and state
(in the abstract) that the system encrypts the binary key via an asymmetric cipher
using the recipient’s public key, but only the asymmetric cipher is used to encrypt
the plaintext. Moreover, they do not explain how the private random binary key
is communicated from the sender to the receiver, simply stating, “The sender
sends it to the receiver”. The need to securely send this private key is one of
the major drawbacks of symmetric key cryptosystems, making them impractical
in many situations. Finally, the conversion of the binary encrypted text by the
authors into a DNA sequence and then into a complement of DNA provides no
security benefit and only adds unnecessary computations to the encryption and
decryption processes.

2 Preliminaries

2.1 DNA in cryptography

DNA is the genetic makeup of nearly all living things, ranging in complexity
from tiny viruses to intricate humans. With two strands running counter-parallel,
DNA has a double helix structure. Nucleotides are tiny, continuous polymers that
makeup DNA. A nitrogenous base, a sugar with five carbons, and a phosphate
group are the three parts of each nucleotide. There are four distinct nucleotides,
depending on the sort of nitrogenous base they contain. Adenine (A), Cytosine
(C), Thiamine (T), and Guanine (G) are the four distinct bases. All organisms’
vast and intricate information is stored in DNA using simply this basis.

By creating hydrogen bonds with one another to keep the two strands of DNA
connected, the structure of DNA strands. While C and G create bonds with one
another, A makes a hydrogen bond with T [32]. Before 1994, it was thought that
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DNA exclusively contained biological information. However, Adleman’s solution
to the NP-complete Hamiltonian path problem of seven vertices disproved this
notion [2]. Since then, DNA has been also employed as a tool for computation
[24]. The four letters A, C, T , and G make up the DNA language, which is used
in DNA computing.

DNA’s capacity for computation is now applied to cryptography as well. DNA
cryptography is a promising area that, if used correctly, might put other areas of
cryptography in a much tougher competitive position [11]. One of the key benefits
of DNA in cryptography is its potential to generate large volumes of truly random
numbers quickly for practical needs [25, 29].

2.2 Rabin cryptosystem

In 1979, Rabin offered an alternative to RSA with public-key exponent 2 [17].
Utilizing this exponent 2 has the following benefits over using greater exponents:

(i) A lighter computational burden.

(ii) It is known that factoring the RSA modulus N (we will refer to this problem
as FACTOR) is equivalent to computing square roots mod N , i.e., solving
(1) below [15]. On the other hand, for the RSA cryptosystem, while the
factorization of N is sufficient to break it, it is not known whether it is also
necessary. Hence, the security of the Rabin cryptosystem is more closely
related to the integer factorization problem than RSA.

However, the Rabin cryptosystem also has some disadvantages. The main
one is the fact that square roots mod N are not unique. When decrypting a
ciphertext, we need to find a way to pick the correct plaintext among the four
possible candidates. Moreover, it is vulnerable to the chosen plain-text attack.

Definition 1. [17] Let S = N or S = {pq; p, q primes ≡ 3 mod 4}. The compu-
tational problem SQRT-MOD-N is: Given N ∈ S and y ∈ Z/NZ to output if y is
not a square modulo N , or a solution x to x2 ≡ y (mod N).

Lemma 1. [17] SQRT-MOD- N is equivalent to FACTOR (is the problem of
decomposing a composite number N into its prime factors.)

The key generation of the Rabin algorithm acts as follows,

1) Generate two very large prime numbers, p and q, that satisfy

p ̸= q p ≡ q ≡ 3 (mod4).

2) Calculate the value of n = pq.

3) Publish n as public key and save p and q as private keys.

The encryption of the Rabin algorithm follows the following steps
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1) Obtain the public key n.

2) Convert the clear text m to ASCII. Then, transform it to a binary sequence,
double the binary sequence by duplicating it, and return the binary value
to decimal.

3) Encrypt m by squaring,

C = m2 mod n. (1)

4) Send C to the recipient.

Now, with Rabin’s decryption method, there are four potential outcomes, but only
one of them is the correct plaintext. The steps of Rabin algorithm decryption are
resumed as follows.

1) Take C from the sender.

2) Use the extended Euclidean algorithm to find yp and yq. (Here, gcd(p, q) =
1, and pyp + qyq = 1.)

3) Calculate mp and mq as

mp = C
p+1
4 mod p and mq = C

q+1
4 mod q.

4) Calculate the values of the variables v and w as

v = yp × p×mq and w = yq × q ×mp.

5) Calculate the values of r, s, t and u using Chinese Remainder Theorem
(CRT) as

r = (v + w) mod n,
s = (v − w) mod n,
t = (−v + w) mod n,
u = (−v − w) mod n.

6) Convert r, s, t, and u into binary.

7) Determine the original message from the values of r, s, t, and u.

3 Main results: The hybrid algorithm

In this section, we explain our novel hybrid cryptosystem. The proposed
algorithm consists of a combination of Rabin’s cryptosystem, binary one-time pad,
DNA cryptography, and a Feistel-inspired scheme for the encryption of plaintexts.
This algorithm uses both symmetric and asymmetric keys. It follows the steps
below.
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3.1 The key generation step

In this step, the sender generates a random DNA key, with size depending
eventually on one of the plaintext messages, as

size(DNA key) = 13× size(plaintext).

Convert the random DNA key to a binary sequence via Table 1 (called the random
binary key) and send it to the receiver using the method described in [5].

Table 1: Binary codes [3]

.
Nucleotide A C G T

Code 00 01 10 11

At the same time, the receiver generates a Rabin key and sends only the public
key to the sender.

3.2 The encryption algorithm step

In the encryption process, the sender has the plaintext, the DNA key, and the
Rabin public key. The sender’s encryption algorithm works as follows.

1. To establish the precise output when using the Rabin cryptosystem to de-
crypt, we perform a sort of disambiguation diagram in this stage. The sender
and receiver choose a secret spy to be inserted before each character of the
plaintext before starting the encryption process. The encryption is applied
on the new plaintext.

2. Convert the new form of the message via the ASCII table.

3. Concatenate the numerical values two-by-two.

4. Apply the Rabin encryption algorithm to each ASCII value and compute
the Rabin cipher.

5. Convert each digit of the Rabin cipher to a binary plaintext of 26 digits.

6. Perform XOR operation between binary cipher and random binary key,
called XOR cipher.

7. Reorder every 26 digits by Feistel-inspired structure, where it is divided into
two equal parts (l0, r0), and the XOR operation is performed between the
two parts, with the left part l1 containing the value of r0 as is, and the XOR
result moving towards the second part r1. The pieces r1 and l1 have now
been concatenated.

The sender sends this ciphertext to the receiver.
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Figure 1: Feistel-inspired scheme for reordering binary plaintext.

3.3 The decryption algorithm step

The receiver’s algorithm is just the opposite of the sender’s algorithm. It
works as follows.

1. Apply a concept of diffusion by using two Feistel-inspired schemes for each
of the 26 binary digits.

2. Perform XOR operation between the binary key and Feistel decryption key.

3. Convert every 26 binary cipher to the corresponding decimal number.

4. Decrypt each decimal number with the Rabin decryption key.

5. Select the square root that starts with the ASCII character corresponding
to the spy that the sender and receiver chose at the beginning from the four
distinct square roots that were obtained.

6. Remove the ASCII number associated with each selected square root’s spy.

7. Convert each ASCII to its corresponding character.

4 Some illustrative implementations

In this section, two implementations are conducted in order to compare our
hybrid algorithm with the classical case and the Rabin cryptosystem.

4.1 Example 1: A Rabin’s cryptosystem case

4.1.1 The key generation step

1. Consider the prime numbers p = 167 and q = 127. It is easily verified that

167 ≡ 3 mod 4 and 127 ≡ 3 mod 4.

2. Compute n = pq = 21209.

3. Publish n as public key, and save p and q as private keys.
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4.1.2 The encryption algorithm

1. Obtain the public key, n = 21209.

2. Let the plaintext m = H = 72. Converted to a binary sequence, it becomes

m = 10010002.

Duplicating the binary sequence we get

m = 1001000 | 10010002.

Reconverting to the decimal yields

m = 928810.

3. Encrypting the plaintext m by the Rabin cryptosystem gives

C = m2 mod n = 92882 mod 21209 = 9941.

4. Send C to the recipient.

4.1.3 The decryption algorithm

1. The ciphertext received is C = 9941.

2. Using the extended Euclidean algorithm, we find yp = 54 and yq = −71.

3. We get the values mp = 64 and mq = 17.

4. The values of the variables v and w are v = 153306 and w = −577088.

5 and 6. Next, we obtain

r = 39810 = 1100011102,
s = 1192110 = 101110100100012,
t = 928810 = 100100010010002,
u = 2081110 = 1010001010010112.

7. The only case yielding the original message is

t = 928810 = 1001000 | 10010002 (left=right).

Consequently,
m = 10010002 = 7210 = H.

4.2 Example 2: A case of the new hybrid cryptosystem

Consider a sender that wants to communicate a piece of information in the
form of a secret text such as “SUCCESS” to a receiver. The size of the plaintext
is 7. We will apply our hybrid cryptosystem to encrypt and decrypt this piece of
information.
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4.3 Step 1: Generation of key pairs

A random DNA key is generated, whose size is equal to 13 × 7 = 91. For
example,

G T T T G G G G T T C C A A T C C A T T T A G A T C A C C
C G C C G G G G T T G C C T T A C G A C A G A A T T T A
T A A A C T G C A G C T T T A C A T T A C T A A T C C G C
T T C T G

This DNA key is converted to a binary sequence via Table 1. We get the sequence

1 0 1 1 1 1 1 1 1 0 1 0 1 0 1 0 1 1 1 1 0 1 0 1 0 0 0 0 1 1 0 1 0 1 0 0 1
1 1 1 1 1 0 0 1 0 0 0 1 1 0 1 0 0 0 1 0 1 0 1 1 0 0 1 0 1 1 0 1 0 1 0 1 0
1 1 1 1 1 0 0 1 0 1 1 1 1 1 0 0 0 1 1 0 0 0 0 1 0 0 1 0 0 0 0 0 1 1 1 1 1
1 0 0 1 1 0 0 0 0 0 0 0 1 1 1 1 0 0 1 0 0 1 0 0 1 1 1 1 1 1 1 0 0 0 1 0 0
1 1 1 1 0 0 0 1 1 1 0 0 0 0 1 1 0 1 0 1 1 0 0 1 1 1 1 1 0 1 1 1 1 0

The sender sends this key to the receiver using the method described in [5]. The
receiver generates the Rabin key. Let the private key be (p, q) = (6911, 6947),
and the public key n = 48010717. The receiver sends just n = 48010717 as the
public key to the sender.

4.4 Step 2: The encryption

1. The sender chooses a spy (for example “∗”) and inserts it before each letter
in the plaintext “SUCCESS” to get

∗ S ∗ U ∗ C ∗ C ∗ E ∗ S ∗ S

2. This text is converted to the corresponding ASCII representation as

42 83 42 117 42 99 42 99 42 101 42 115 42 115

3. Concatenating these numerical values two-by-two, we obtain

4283 42117 4299 4299 42101 42115 42115.

4. Applying the Rabin encryption, we get the ciphertext as

18344089 45455877 18481401 18481401 44108389 45287413 45287413.

5. Now every component of the Rabin ciphertext is converted to a 26-bit binary
sequence to produce a binary cipher as

0 1 0 0 0 1 0 1 1 1 1 1 1 0 1 0 0 0 1 0 0 1 1 0 0 1 1 0 1 0 1 1 0 1 0
1 1 0 0 1 1 0 1 0 0 0 0 0 0 1 0 1 0 1 0 0 0 1 1 0 1 0 0 1 0 0 0 0 0 0
1 1 1 1 1 0 0 1 0 1 0 0 0 1 1 0 1 0 0 0 0 0 0 0 0 0 1 1 1 1 1 0 0 1 1
0 1 0 1 0 0 0 0 1 0 0 0 0 1 0 1 0 0 1 1 0 0 1 0 1 1 0 1 0 1 1 0 0 1 1
0 0 0 0 0 1 1 1 1 1 1 1 0 1 0 1 1 0 1 0 1 1 0 0 1 1 0 0 0 0 0 1 1 1 1
1 1 1 0 1 0 1
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6. Now XOR operation is performed between binary cipher and binary key to
yield the sequence

1 1 1 1 1 0 1 0 0 1 0 1 0 0 0 0 1 1 0 1 0 0 1 1 0 1 1 0 0 1 1 0 0 0 0
1 0 1 1 0 0 1 1 0 1 0 0 0 1 0 0 0 0 1 0 1 0 0 1 1 0 0 0 1 0 1 1 0 1 0
0 1 0 1 0 1 1 0 1 1 0 1 0 0 0 1 0 1 0 0 0 1 1 0 0 0 1 0 1 1 0 0 0 1 1
0 0 1 0 1 1 1 0 1 1 1 0 0 1 0 1 0 0 0 0 1 1 1 0 0 1 0 0 0 1 0 1 1 0 0
1 1 0 0 0 0 1 1 0 0 0 0 0 1 0 0 0 1 1 0 1 1 1 1 1 0 0 1 1 0 0 0 0 0 0
0 1 0 1 0 1 1

7. Reordering every 26 digits by Feistel-inspired structure, we obtain

0 0 0 1 1 0 1 0 0 1 1 0 1 1 1 1 0 0 0 0 0 0 0 1 1 1 0 0 1 1 0 1 0 0 0
1 0 0 0 1 0 1 0 1 1 0 0 0 0 0 1 1 1 1 0 1 0 0 1 0 1 0 1 1 0 1 0 0 0 0
0 0 1 1 0 1 0 0 1 1 0 0 0 1 0 1 1 0 0 0 1 0 0 0 1 0 1 0 0 1 1 0 0 1 0
1 0 1 0 0 0 0 1 1 1 0 0 1 1 0 0 0 1 1 1 1 0 0 1 0 0 0 0 1 1 0 0 0 0 0
1 0 0 1 0 0 1 0 0 1 1 0 0 0 1 0 0 0 0 0 0 0 0 1 0 1 0 1 1 0 1 1 0 1 1
1 0 1 1 0 0 0

The sender sends this ciphertext to the receiver.
The receiver receives the ciphertext and runs the receiver’s side algorithm.

4.5 Step 3: The decryption

First receive the ciphertext

0 0 0 1 1 0 1 0 0 1 1 0 1 1 1 1 0 0 0 0 0 0 0 1 1 1 0 0 1 1 0 1 0 0 0 1 0
0 0 1 0 1 0 1 1 0 0 0 0 0 1 1 1 1 0 1 0 0 1 0 1 0 1 1 0 1 0 0 0 0 0 0 1 1
0 1 0 0 1 1 0 0 0 1 0 1 1 0 0 0 1 0 0 0 1 0 1 0 0 1 1 0 0 1 0 1 0 1 0 0 0
0 1 1 1 0 0 1 1 0 0 0 1 1 1 1 0 0 1 0 0 0 0 1 1 0 0 0 0 0 1 0 0 1 0 0 1 0
0 1 1 0 0 0 1 0 0 0 0 0 0 0 0 1 0 1 0 1 1 0 1 1 0 1 1 1 0 1 1 0 0 0

1. Applying the diffusion by using two Feistel-inspired schemes, we get the
binary key

1 1 1 1 1 0 1 0 0 1 0 1 0 0 0 0 1 1 0 1 0 0 1 1 0 1 1 0 0 1 1 0 0 0 0
1 0 1 1 0 0 1 1 0 1 0 0 0 1 0 0 0 0 1 0 1 0 0 1 1 0 0 0 1 0 1 1 0 1 0
0 1 0 1 0 1 1 0 1 1 0 1 0 0 0 1 0 1 0 0 0 1 1 0 0 0 1 0 1 1 0 0 0 1 1
0 0 1 0 1 1 1 0 1 1 1 0 0 1 0 1 0 0 0 0 1 1 1 0 0 1 0 0 0 1 0 1 1 0 0
1 1 0 0 0 0 1 1 0 0 0 0 0 1 0 0 0 1 1 0 1 1 1 1 1 0 0 1 1 0 0 0 0 0 0
0 1 0 1 0 1 1

2. Performing XOR operation between the binary key and the Feistel decryp-
tion, we get the sequence

0 1 0 0 0 1 0 1 1 1 1 1 1 0 1 0 0 0 1 0 0 1 1 0 0 1 1 0 1 0 1 1 0 1 0
1 1 0 0 1 1 0 1 0 0 0 0 0 0 1 0 1 0 1 0 0 0 1 1 0 1 0 0 0 0 0 0 0 0 0
1 1 1 1 1 0 0 1 0 1 0 0 0 1 1 0 1 0 0 0 0 0 0 0 0 0 1 1 1 1 1 0 0 1 1
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0 1 0 1 0 0 0 0 1 0 0 0 0 1 0 1 0 0 1 1 0 0 1 0 1 1 0 1 0 1 1 0 0 1 1
0 0 0 0 0 1 1 1 1 1 1 1 0 1 0 1 1 0 1 0 1 1 0 0 1 1 0 0 0 0 0 1 1 1 1
1 1 1 0 1 0 1

3. Next, converting every 26 binary cipher to the corresponding decimal num-
ber, we get

18344089 45455877 18481401 18481401 44108389 45287413 45287413

4. Decrypting each decimal number by the Rabin decryption key, we obtain

1018545 4283 46992172 48006434
47968600 8210919 42117 39799798
4299 6346910 48006418 41663807
4299 6346910 48006418 41663807

13539284 47968616 34471433 42101
47968602 2875625 42115 45135092
47968602 2875625 42115 45135092

5. Choosing the segments starting with 42 in each row, we obtain the sequence

4283 42117 4299 4299 42101 42115 42115

6. Next, by removing the digit 42 from each segment, we obtain the text

83 117 99 99 101 115 115

7. Finally, converting each ASCII to its corresponding character, we get our
original text “SUCCESS”.

5 Method Analysis

Despite many differences between DNA cryptography and conventional cryp-
tography, both satisfy the same cryptographic requirements. The security of the
proposed encryption is dependent on three levels: The first level depends on the
DNA OTP key. It is well known that the OTP is unconditionally secure if the key
is truly random, has the specified length, is never completely or partially reused,
and is kept in complete secrecy. Given these conditions, no adversary can obtain
it. If a brute force attack is used to try to break the algorithm, the chances of
finding the right combination are 1 in 4(m×26/2), where m is the message length.
The likelihood of obtaining the correct combination for a message of length 10 is
therefore 1 in 4130 = 2260 combinations. It is a very remote possibility. The sec-
ond level of security is the computational difficulty of factoring an integer of the
Rabin key-sharing system. The Rabin cryptosystem benefits from the fact that
the underlying problem for security has been shown to be equivalent to the inte-
ger factorization problem [17] which currently is not known to be the case for the
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RSA problem (because to break RSA it suffificent to either solve the integer fac-
torization problem, or efficiently compute eth roots mod n), making the Rabin
cryptosystem potentially more secure than the RSA [30]. The Rabin encryp-
tion method is more efficient because it only requires computing squares mod n
whereas RSA requires computing eth powers mod n [6]. The Rabin cryptosystem
is secure against specific plaintext attacks [30] but it can be cracked using chosen
ciphertext attack, allowing the attacker to obtain the private key. The main flaw
in the Rabin cryptosystem, which has kept it from being widely adopted in prac-
tice, is that decoding yields three false results in addition to the true one, making
it necessary to guess the true result [6]. Guessing is usually not hard if the plain-
text represents a text message, however, if the plaintext is meant to represent a
numerical value, the issue becomes one that needs to be solved via a disambigua-
tion method. To solve this issue, redundancy in the message is required (three
solutions to the problem are described in [17]), or alternatively, extra bits must
be sent, one can choose plaintexts with unique structures or add padding. The
third level of security is provided by the inclusion of a Feistel-inspired structure
in our suggested algorithm that improves the algorithm in terms of its security
parameter [21]. We employ the Feistel-inspired structure for each of the 26 dig-
its. This makes things more complicated by adding some confusion and diffusion,
which prevents the adversary from using any kind of brute force attack.

6 Conclusion

Applications of DNA cryptography are expanding quickly. The main approach
of DNA cryptography is based on biochemical techniques for data encryption
based on DNA sequences, which leads to more effective new algorithms by inte-
grating the characteristics of both biological and conventional cryptography [33].
The goals of DNA cryptography algorithms are to increase data transmission secu-
rity to the highest level possible and to decrease the computational complexity of
encryption and decryption. In this work, we propose a new encryption technique
based on DNA, Rabin cryptosystem, OTP, and Feistel-inspired structure to en-
sure higher security. Due to DNA’s random nature [9], the use of DNA sequences
in OTP makes the algorithm strong enough to fend off attacks. Given that DNA
sequences are truly random and they are available on millions of websites, it is
practically impossible to determine the random sequence utilized in encryption.
The use of the Rabin cryptosystem potentially achieves higher security than RSA
due to its closer connection to the integer factorization problem. The idea of
replacing the binary sequences based on the Feistel structure also makes the pro-
posed algorithm safer. Key sharing is a big disadvantage if the random binary
key needs to be shared between the sender and the receiver but with the use of
the method given in [5], we have overcome this problem. Since the original data
is never communicated in an open manner, the suggested method is more secure
for data transfer over the Internet.
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